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THUAT NGU, TU VIET TAT

STT Tir viét tat Nghia day da
1. CNTT Cong nghé thdng tin
2. CSDL Co so dir liéu
3. DVCTT Dich vu c6ng truc tuyén
4, MCDT Mot cira dién tir
5. WAN Mang dién rong
6. LAN Mang noi bo
7. TSLCD Mang Truyén s liéu chuy@n ding
8. VPN Vitural Private Network
9. DNS Domain Name Server
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PHAN I
THONG TIN TONG QUAN VE HE THONG THONG TIN

1. Chii quan hé thong thong tin: Uy ban nhéan dan tinh Bic Kan.

Tén t6 chire: Uy ban nhan dan tinh Bic Kan

Quy ,dinh chtrc nang, nhi€ém vu va quyén han: Luét T chtrc Chinh quyén dia
phuong so 77/2015/QH13 ngay 19/6/2015.

Nguoi dai dién: Ong Nguyén Pang Binh, Chu tich UBND tinh Bic Kan

Dia chi: T6 1B, phuong Phing Chi Kién, thanh phd Bac Kan, tinh Bac Kan.

Thong tin lién hé: SO dién thoai: 02093 870425 Fax: 02093 871751; Email:
ubnd@backan.gov.vn

2. Pon vi van hanh: Ban Dén tdc tinh Bic Kan

Ban Dan toc dugc thanh 1ap theo Quyét dinh s6 1028/QD-UBND, ngay
18/5/2005 cua Uy ban nhan dan tinh, thuc hién chitc nang tham muu gitap Uy ban
nhan dén tinh quan Iy nha nude vé cong tac dan toc trén dja ban tinh.

Nguoi dai dién: Tri¢u Thi Thu Phuong, Truéng Ban Dan toc tinh Bic Kan.

Dia chi: T6 4, phuong Buc Xuan, thanh phé Bic Kan, tinh Bic Kan.

Thong tin lién hé: 02093.812.456 Email: bandantoc@backan.gov.vn

3. M0 ta pham vi, quy mé ciia hé thong

- Pham vi, quy mé ctia Hé thong thong tin Ban Dan toc: Hé thong thong tin
Ban Dan toc dugc thiét lap dé phuc vu cong tac chi dao diéu hanh, thyuc hién cac
nhiém vu chuyén moén cua Ban.

- P6i tugng phuc vu ctia hé théng: Can bd, cong chirc thudc Ban; cac co
quan, td chire, doanh nghi€p, ca nhan trén dia ban tinh Bic Kan.

- Danh muc cac hé théng thong tin thanh phﬁn cac dich vu dugc cung cép
bdi h¢ thong thong tin:

H¢é thong mang ndi bo:

+ Hé théng thong tin phuc vu hoat dong noi bo;

+ Trang thong tin dién tu;

+ Hé thong co s& ha tang thong tin noi bo.

4. M ta cu tric cia hé thong

4.1. Céu trirc vit Iy

- Vlng mang bién c6 nhiém vu két ndi hé thong mang clia co quan ra cac mang
bén ngoai va mang Internet.

- Ving mang ndi b duge thiét 1ap dé cung cap két ndi mang cho cac may
tram va thi€t bi dau cuoi khéac cia nguoi st dung vao h¢ thong.


mailto:bandantoc@backan.gov.vn
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So dd két ndi vat ly

Internet

Hinh 1: So dé két noi vit ly cua H¢ théng mang
4.2. Céu triic logic

Céc phan ving mang chinh gém:

- Vung mang bién: Pugc thiét ké dé két ndi hé théng mang Ban Dan tdc
cung cp cong két ndi VPN tir bén ngoai Internet vao va thiét bj két ndi phan
vung hé théng ra cac mang bén ngoai va mang Internet; ving mang nay trién khai
cac thiét bi dinh tuyén, thiét bi can bang tai dé bao vé toan dién hé thong mang,
phong chéng tin cong va cac xAm nhap trai phép tir bén ngoai.

- Vung mang ndi bo: Pat cac thiét bi chuyén mach dé két nbi may tinh ctua
nguoi st dung trong co quan don vi vo1 cac hé théng dir 1iéu no1 bo, hé théng
mang chuyén dung dé giai quyét cong viéc hang ngay va két ndi ra ngoai mang
internet.
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So @6 logic tong thé

PC : PC

PC

Ving nspog ngi by

Vang mang ngi by

X o X
S <
Switch Wit
N
s 4
Switch
X PC X

Viung mang ngl bo

Hinh 2: Céu triic logic ciia hé théng mang Ban Dan téc

4.3. Danh muc thiét bi sir dung trong hé thong

Trong hé thong trang bi cac thiét bi co ban nhu: thiét bi dinh tuyén Router
(R), thiét bi chuyén mach Switch (SW), dudng truyén mang va céc thiét bj khac.

STT| Tén thiét bi/Chiing loai

Vi tri trién khai

Muc dich swr dung

Router:
2912F
1 |-Puodng truyén FTTH
VNPT dung lugng
60Mps

Draytek Vigor

Vung mang bién,
la 16p ngoai cung
ra internet va tur
internet két nbi
Vao

Thuc hién két ndi mang
Internet va st dung tuong
lira (firewall) dé quan ly
truy cdp vao/ra va bao vé
hé théng do nha mang
VNPT cung cép.

Mang noi bd:

Hé théng mang ndi bod
LAN, wifi  JPLINK
WT750R, Switch TP-Link
két ndi va cac may tinh
lam viéc trong co quan.

Vung mang ndi b

St dung viéc chuyén
mach; Quéan 1y truy cap
vao/ra 16p mang Lan cho
nguoi dung
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4.4. Danh muc cdc irng dung dich vu cung cip béi hé thong

o e May chi/Ung dung cai L
STT | Tén dich vu dat/Viing mang/HDH Muc dich sir dung
, . _ K/( A 5 ~
A May tram/Ung dung cai dat | ., ot 1ot md"e co 56 di
H¢ thong . ~. | liéu chuyén dung.
1 Mang noi b BKAV/Vung mang - noi | bam bdo an toan thon
MENOLDO ) b o/HDH Windows | g
tin mang.
4.5. Quy hoach dia chi IP cdc viing mang trong hé thong
STT Ving mang IP Private IP Public
1 | Vung mang ndi bd 10.80.42.1 14.228.133.124
PHAN II

THUYET MINH CAP PO PE XUAT

1. Danh muc hé thong thong tin va cip do dé xuat twong ing
Hé thong thong tin thudc pham vi quan 1y ctia Ban Dan tdc bao gdm cac hé
théng thong tin v6i cip do dé xuat tuong g, bao gom:

TT| Hé théng Loai thong Loai hinh | Cap do | Can cw dé

tin xir ly HTTT | dé xuit xuit
1 | Trangthong | Thong tin riéng | He  thong 2 Khoan 1,
tin dién tr cia to chirc, ho | théng tin khoan 2/Picu
tro cho viéc thuc | phuc vu hoat 8/ND85/2016

hién nhiém vu | dong nganh,
cua nganh, cung | nguoi  dan,
cip thong tin | doanh
cho ca nhan, t6 | nghiép

churc.
A .| H¢ thong
5 Hé thong ;I;gr?nfc"[hén ::2 thong tin 5 Khoan 3/Piéu
mang ndi bo cA n?\én g phuc vu hoat 8/ND85/2016

dong nd1 bo

2. Thuyét minh dé xuit cap d6 déi véi hé thong thong tin

2.1. Trang Thong tin dién tir

Trang thong tin dién tir Ban Dan toc la kénh théng tin chinh thirc cta Ban
Dan toc trén dia ban tinh trén mang Internet dé tuyén truyén dén nguoi dan va
doanh nghiép trén dia ban tinh duong 101, chu truong. chinh sach cua Pang, phap
luat cia Nha nudc vé cong tdc dan tdc; tuyén truyén vé cong tac dan tdc, chinh
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sach dan tdc, cac hoat dong trén linh vuc cong tac dan tdc; cac guong dién hinh
tién tién, cac thanh tich noi bat trén linh vuc cong tac dan toc...

Can cu theo quy dinh tai Khoan 1 va diém a, khoan 2/Piéu 8/ND85/2016, hé
thong nay dugc dé xuat bao ddm an toan hé thong thong tin cap do 2.

2.2. Hé thong mang néi bj

Phuc vu hoat dong ndi bg, quan tri, van hanh cua don vi. H¢ thong cung cap
ung dung nd1 bd co quan va luu trit s6 li€u nd1 bd Ban Dan tc tinh Bac Kan.

Can cu theo quy dinh tai Khoan 3/Piéu 8/NDP85/2016, hé théng nay duoc dé
xudt bao dam an toan hé thong thong tin cap do 2

PHAN III
THUYET MINH PHUONG AN BAO PAM AN TOAN
HE THONG THONG TIN

L. Thuyét minh phwong an biao dim an toan thong tin dap wng cac yéu
ciu an toan co ban vé Quan ly

1. Thiét 1ap chinh sich an toan thong tin

1.1. Muc tiéu, nguyén tic bao dam an toan théng tin

Viéc bao dam an toan trong toan hé thong thong tin phuc vu hoat dong cua
co quan Ban Dan tdc dugc dé xuét thuc hién theo cép do cao nhat trong hé théng
1a cAp d6 2 dam bao duy tri thudng xuyén, lién tuc tir khau thiét ké, xay dung,
van hanh dén khi hay bo, ludn tuan thu diy du theo tiéu chudn, quy chuan k¥
thuat nhim bao vé thong tin, hé thong thong tin trén mang tranh bi truy nhép, st
dung, tiét 10, gian doan, sua ddi hoac pha hoai trai phép nham bao dam tinh
nguyén ven, tinh bao mat va tinh kha dung cta thong tin.

1.2. Nguyén tic bdo dam an toan théng tin

Hoat dong an toan thong tin mang cta co quan, to chic, ca nhan phai dung
quy dinh ctia phap luat, bao dam qudc phong, an ninh quéc gia, bi mat Nha nudc,
gilt viing on dinh chinh tri, trat ty, an toan xa hoi va thic déy phat trién kinh té -
xa hoi.

T6 chiic, ca nhan khong dugc xAm pham an toan thong tin mang cia to
churc, ca nhan khac.

Viéc xtr Iy su ¢b an toan thong tin mang phai bao dam quyén va loi ich hop
phép cua to chirc, c4 nhan, khong xam pham dén doi séng riéng tu, bi mat ca
nhan, bi mat gia dinh cta ca nhan, thong tin riéng cua t chirc.

Hoat dong an toan thong tin mang phai dugc thuc hién thuong xuyén, lién
tuc, kip thoi va hiéu qua.
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1.3. Xdc dinh trach nhiém don vi chuyén trach vé an toan thong tin va cdc
doi twong thuéc pham vi diéu chinh ciia chinh sdch an toan théng tin

a) Ban Dan toc 1a don vi van hanh chi quan ddi voi hé thong thong tin cua
Ban Dan tdc, do 01 dong chi Pho Truéng Ban tryuc tiép chi dao va phu trach cong
tac bao dam an toan thong tin trong hoat dong ctia co quan Ban Dan toc theo quy
dinh tai Diéu 20, Nghi dinh 85.

b) Thanh tra va Van phong la don vi chu tri, thuc hién trach nhiém ctia don
vi van hanh d4i v6i hé théng thoéng tin (mang néi bé) ctia Ban Dan toc.

- Tham muu lanh dao Ban ban hanh cac quy ché, quy trinh vé bao dam an
toan thong tin mang va trién khai cac giai phap k¥ thuat bao dam an toan thdng
tin mang;

- Lam dau méi, to chirc thuc hién viéc tiép nhan va xu 1y cac su cd vé an
toan thong tin mang trong ndi bo hé théng cua Ban.

- Phéi hop chit ché véi S¢ Thong tin va Truyén thong, Cong an tinh va céc
don vi lién quan khac trong cong tac phong ngira, ddu tranh, ngin chin cac hoat
dong xam pham an toan théng tin mang. Pinh ky hang nim hodc theo chi dao cia
tinh kiém tra cong tac bao dam an toan thong tin mang ddi véi hé thong duoc
giao quan ly.

- Khi ¢6 sy ¢6 can phdi hop véi co quan chuyén trach vé Cong nghé thong
tin 13 S& Thong tin va Truyén thong va cac don vi c6 lién quan xtr 1y, tng ciru cac
su ¢ dé dua hé théng thong tin hoat dong tr& lai binh thuong dam bao an toan
thong tin mang cua don vi.

- Hang nam, ctr can bd, cong chiic phu trach cong nghé thdng tin tham gia
cac chuong trinh ddo tao, tip huan vé cong tac bao dam an toan thong tin mang
dé nang cao trinh d6 chuyén mén, cap nhat kién thirc, cong nghé méi du nang luc
dam duong nhiém vu bao dam an toan hé théng thong tin ciia don vi. Pong thoi
thuong xuyén tao diéu kién dé cac can bo trong don vi duge hoc tap, nang cao
trinh d vé an toan thong tin mang.

- Hang nidm xay dung ké hoach dé cip c6 thim quyén duyét, bd tri kinh phi
cho viéc img dung cong nghé thong tin n61 chung va cong tac bao dam an toan
thong tin mang.

- Thuong xuyén tuyén truyén, hudng din vé cong tac bao dam an toan thong
tin mang, cac bién phap phong tranh pha hoai hé thong mang cho can bo cong
chure, vién chirc va ngudi lao dong trong co quan dé chu dong phong tranh tin
cOng pha hoai, dam bao an toan thong tin trong don vi.

) Trach nhiém cua cac phong chuyén mon, don vi thugc Ban:

- Lanh dao cac phong chuyén mdn, don vi thudc Ban c6 trach nhiém to chirc
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thue hién cac quy dinh vé cong tac bao dam an toan thong tin mang trong phong,
don vi minh phu trach.

- Phan cong cong chic ki€ém nhiém phu trach bdo ddm cong tac cong nghé
thong tin, an toan thong tin mang cta don vi. Thuong xuyén tao diéu kién bdi
dudng nghiép vu vé an toan thong tin mang cho cong chirc duge giao phu trach
cong ngh¢ thong tin.

- Phédi hop, cung cip thong tin va tao diéu kién cho cac don vi co tham
quyén trién khai cong tac kiém tra khic phuc su cd xay ra mot cach kip thoi,
nhanh chong va dat hi¢u qua.

d) Trach nhiém cta can b, cong chirc va nguoi lao dong:

* Trach nhiém cia cong chirc kiém nhiém vé an toan thong tin:

- Thuc hién viéc gidm sat, danh gia, bdo cdo lanh dao co quan, don vi céc rui
ro mat an toan thdng tin mang va muic d6 nghiém trong cta cac rai ro do;

- Phéi hop véi cac ca nhan, don vi c6 lién quan trong viéc kiém soat, phat
hién va khic phuc cac su ¢b an toan théng tin mang;

- Thuong xuyén cap nhat nang cao kién thirc, trinh d6 chuyén moén dap g
yéu cau bao dam an toan théng tin mang ciia don vi.

* Trach nhi¢m cua ngudi st dung:

- Nghiém ttc chap hanh cac quy ché, quy trinh ndi bo va cac quy dinh khéc
ctia phap luét vé an toan thong tin mang. Chiu trach nhiém bao dam an toan théng
tin mang trong pham vi trach nhiém va quyén han dugc giao;

- C6 trach nhiém tu quan 1y, bao quan thiét bi, tai khoan, ing dung ma minh
dugc giao su dung;

- Khi phét hién nguy co hoic su cd mat an toan thdng tin mang phai bao céo
ngay véi cap trén va bo phan phu trach cong nghé thong tin ctia co quan, don vi
dé kip thoi ngan chan va xtr 1y;

- Tham gia c4c chuong trinh dao tao, hdi nghi vé& an toan théng tin mang
dugc tinh hodac don vi chuyén mon td chue.

2. T6 chirc biao dam an toan théng tin

Ban hanh Quyét dinh s6 100/QD-BDT ngay 26/10/2020 ban hanh Quy ché
dam bdo an toan thong tin trong hoat dong trng dung cong ngh¢ thong tin ciia Ban
Dan tQc.

2.1. Pon vi bio dim vé an toan théng tin

Ban Dan toc giao Thanh tra va Van phong 12 bo phan chuyén trach vé an
toan thong tin cia co quan.
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2.2. Phéi hop véi nhirng co quan/to chire cé6 tham quyén

* Yéu cau: Co quy dinh vé viéc phdi hop voi nhitng co quan t6 chirc co
tham quyén:

- B0 phén Thanh tra va Van phong dugc phan cong bdo an toan thong cé
trach nhiém phdi hop v6i S¢ Thong tin & Truyén thong tin va cac don vi ¢ lién
quan tién hanh kiém tra cong tac bao dam an toan thdng tin mang.

* Phuong 4n Phéi hop voi nhitng co quan t6 chtic ¢6 tham quyén:

- Phéi hop véi S¢ Thong tin va Truyén thong tinh Bic Kan 13 dau mdi lién
hé, phéi hop quan 1y vé an toan thong tin theo quy dinh tai Quyét dinh sb
12/2017/QD-UBND ngay 18 thang 5 nam 2017 ciia UBND tinh Ban hanh Quy
ché phdi hop phong, chéng cac hanh vi vi pham phap luat trong linh vuc thong
tin va truyén thong trén dia ban tinh Bac, Kan cu thé:

- Phéi hop véi S Thong tin va Truyén thong 1a ddu mdi, t6 chirc thuc hién
viéc tiép nhan va xir 1y cac sy ¢b vé an toan thdng tin mang trén dia ban tinh;

- Phéi hop véi S6 Thong tin va Truyén thong chu tri, phéi hop voi Vian
phong Uy ban nhan dan tinh, Coéng an tinh va cic don vi ¢6 lién quan tién hanh
kiém tra cong tac bao dam an toan thong tin mang dinh ky hang nim hoic theo
chi dao ctia UBND tinh d6i véi cac co quan Nha nudc trong tinh;

Pau mdi lién hé truc tiép dam bao an toan thong tin ctia Ban Dén toc 12 Thanh
tra va Van phong Ban. Khi xay ra su cd, tiy theo mtc d6 don vi phdi hop yéu cau
trg gitp hodc huéng dan xtr 1y, Gng ctru cac sy ¢d an toan thong tin mang.

3. Bao dam ngudn nhén luc

3.1. Tuyén dung

* Y8u cau: C6 quy dinh vé tuyén dung va diéu kién tuyén dung.

* Phuong 4n thuc hién Quy dinh vé tuyén dung va diéu kién tuyén dung can bo:

- Quy dinh can bo dugc tuyén dung vao vi tri 1am vé an toan thong tin co
trinh d6, chuyén nganh vé linh vuc cong nghé thong tin, an toan thdng tin, phi
hop véi vi tri tuyén dung.

- X4y dyung quy trinh tuyén dung can bo va diéu kién tuyén dung can bo.

3.2. Trong qua trinh lam viéc

* Yéu cau: Co quy dinh vé viée thuc hién bao dam an toan thong tin trong
qua trinh lam viéc.

* Phuong an thyc hién Quy dinh vé viéc thuc hién bao dam an toan thong
tin trong qua trinh lam vigc:

- Quy dinh vé viéc thuc hién bao dam an toan thong tin trong qua trinh 1am
viéc dugc quy dinh tai Quyét dinh s6 100/QD-BDT ngay 26/10/2020 ban hanh


https://congbao.backan.gov.vn/congbaonew.nsf/NoiDung?OpenForm&ParentUNID=609418356B94632047258158000CE0FE
https://congbao.backan.gov.vn/congbaonew.nsf/NoiDung?OpenForm&ParentUNID=609418356B94632047258158000CE0FE
https://congbao.backan.gov.vn/congbaonew.nsf/NoiDung?OpenForm&ParentUNID=609418356B94632047258158000CE0FE
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Quy ché dam bao an toan thong tin trong hoat dong ung dung cong nghé thong
tin cia Ban Dan tdc tinh Bac Kan.

- Trach nhiém bao dam an toan thong tin dbi véi cong chire trong co quan:

- Cong chuc st dung trong mang ndi by c6 trach nhi€ém dam bdo an toan
thong tin (ATTT) doi véi ting vi tri cong viéc.

- B0 phan hoac cé nhan phai ¢6 trach nhiém tu quan ly, bdo quan thiét bi ma
minh dugc giao stir dung; khong tu ¥ thay doi, thao lap thiét bi.

3.3. Cham dirt hoic thay ddi cong viéc

* Yéu cau: Co quy dinh ddi v6i can b nghi hodc thay doi cong viée

* Phuong an thyc hién Quy dinh dbi v6i can bo, cong chirc, vién chirc nghi
hodc thay doi cong vigc:

- Cong chirc, vién chie nghi hodc thay doi cong viée phai thu hdi thong tin
dugc luu trén cac phuong tién luu trit, cac trang thiét bi may moc, phan cung,
phan mém va cac tai san khac thudc s¢ hitu cua co quan.

- Can bo quan tri phai x6a bo, vo hiéu hoa tat ca cac quyén ra, vao, truy cap
tai nguyén, quan tri hé théng sau khi can b thoi viéc.

- Can bd nghi hodc thay d6i cong viéc phai c6 cam két giir bi mat thong tin
lién quan dén t6 chirc sau khi nghi viéc.

4. Quan ly thiét ké, xdy dung hé thong thong tin

Thiét ké an toan hé thdng thong tin: C6 so d6 logic va so dd vat Iy mang noi
bd mod ta quy mo, pham vi va doi tugng st dung, khai thac, quan ly van hanh h¢
thong thong tin.

5. Quan Iy van hanh hé thong thong tin

5.1. Quan ly an toan mang

* Yéu cau: C6 quy dinh vé quan 1y an toan mang

* Phuong 4n thyuc hién: Quy dinh vé quan 1y an toan mang;

Hé thong mang phai dugc thiét ké thong nhét, cung két hop va hd tro, twong
tac hoat dong vdi nhau, dugc t6 chirc quan 1y dinh danh, xac thyc doi voi tat ca
nguoi st dung nham muc dich quan 1y h¢ thong chit ch€, bdo dam an toan va bao
mat.

5.2. Quaén ly an toan dir liéu

* Yéu cau: C6 quy dinh vé quan 1y an toan dit liéu

* Phuong an thuc hién: C6 quy dinh vé quan 1y an toan dir liéu, trang bi
phan mém dié¢t virus ban quyén du manh dé bao v¢ hé thong thong tin:

- May tram trong hé théng mang ndi bd cai dat:
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+ Phan mém diét virus Bkav Pro thiét 1ap hé thong giam sét thoi gian thuc,
ghi nhén toan bg cac dac diém, dau hi¢u, hanh vi bat thuong cia cac tng dung,
file thyuc thi trén h¢ thong may tinh. Tri tu¢ nhan tao tich hop trong Bkav Pro sé
tong hop cac dir liéu dugc ghi nhan, phan tich va chi ra caic méi nguy hi€ém nguoi
st dung c6 thé gap phai nhu bi xda dir liéu, bi theo doi bdi phan mém gian di¢p
hay bi mat cap tai khoan... tir d6 phat I¢énh xur ly, ngan chan va tiéu diét ma doc.

5.3. Quan Iy sw ¢6 an toan théng tin

* Yéu cau: C6 quy dinh vé quan 1y sy ¢6 an toan thong tin

* Phuong 4n thuc hién: Quy dinh vé quan 1y su ¢ an toan thong tin:

- Thuc hién theo Quyét dinh sé 100/QD-BDT ngay 26/10/2020 ban hanh
Quy ché dam bao an toan thong tin trong hoat dong ing dung cong nghé thong
tin cia Ban Dan tdc tinh Bac Kan.

- Thyc hién tiép nhan va xir 1y su ¢6 theo Chuong II/ Piéu 8 Quy ché sb
1195/Qb-UBND ngay 15/8/2017 cua P61 ting ctru sy ¢ an toan thong tin mang
tinh Bac Kan v€ ban hanh quy ché hoat dong cuia Bg1 ing ctru sy ¢6 mang may
tinh tinh Bac Kan.

5.4. Quan ly an toan nguoi sir dung dau cudi

* Yéu cau: Co quy dinh vé quan 1y an toan nguoi sit dung dau cudi

* Phuong 4n thuc hién: Quy dinh vé quéan 1y an toan nguoi str dung dau cudi:

- Céan bd su dung tai nguyén mang ndi b, truy cdp mang va tai nguyén trén
Internet phai tuan tha cac quy dinh cua phép luat vé bao ddm an toan thong tin va
cac quy dinh cua co quan, to chuec.

- C6 trach nhiém ty quan 1y, bao quan thiét bi, tai khoan, tng dung ma minh
dugc giao su dung;

- Khi phét hién nguy co hodc su ¢6 mat an toan thdng tin mang phai bao cao
ngay vai cap trén va phong Cong nghé thong tin dé kip thoi ngan chan va xu 1y.

II. Thuyét minh phwong 4n bao dam an toan théng tin dap wng cic yéu
ciu an toan co ban vé ky thuat

1. Bao dam an toan mang

1.1. Thiét ké hé thong

a) Cac viing mang trong hé thong

- Ving mang bién: Két ndi hé thong v6i mang Internet va mang dién rong.

- Ving mang ndi bd: Cung cap cac két néi mang cho cac may tram va cic
thiét bi dau cudi va cac thiét bi khac cia ngudi dung vao hé thong.

b) Phuong 4n bdo dam an toan thong tin
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- Vung mang bién: Router c¢6 st dung firewall (twong Itra) do nha mang
VNPT cung cap.

- Cac may tram trong vung mang ndi by duoc cai dat:

+ Phan mém diét virus Bkav Pro thiét 1ap hé théng giam sat thoi gian thuc,
ghi nhén toan bg cac dac diém, dau hi¢u, hanh vi bat thuong ctia cac ing dung,
file thuc thi trén hé thong may tinh, gitip ngadn chan moi nguy co trén Internet,
diét virus, chong phan mém gidn di¢p, bao v¢ dir li¢u, bado v€ mat khau, ...

1.2. Kiém so4t truy cip tir bén ngoai mang

- Thiét 1ap hé thong chi cho phép sir dung cac két néi mang an toan khi truy
cap thong tin nd1 bd hodc quan tri hé thong tir cdc mang bén ngoai va mang
Internet thong qua Modem.

- Kiém so4t truy cap tir bén ngoai vao hé thong theo timg dich vu, tng dung
cu the; chdn tat ca truy cap t61 cac dich vy, tng dung ma hé thong khong cung
cap hodc khong cho phép truy cap tir bén ngoai thong qua Modem.

- Thiét 1ap gi6i han thoi gian cho dé dong phién két ndi khi hé théng khong
nhan duoc yéu cau tir nguoi dung duoc thiét 1ap trén Modem.

- Gi6i han sb luong két ndi ddng thoi tir mot dia chi ngudn.

1.3. Kiém soat truy cip tir bén trong mang

Chi cho phép truy cap cac tng dung, dich vu bén ngoai theo yéu cau nghiép
vu, chan céc dich vu khac khong phuc vu hoat dong nghiép vu theo chinh sach
cua to chuec.

1.4. Nhat ky hé thong

- Thiét 1ap churc nang ghi, luu trit nhat ky hé thdng trén may tinh ving mang
noi1 bo.

- Luu trit va quan 1y tap trung nhat ky hé thong.

1.5. Phong chong xAm nhép, phan mém ddc hai trén médi trwong mang

- C6 phuong an phong chéng xam nhap dé bao vé cac ving mang trong hé thong.

- Binh ky cap nhat co s¢ dit li¢u dau hiéu phat hién tan cong mang.

- Str dung thiét 1ap chirc ning ghi, luu trit nhat ky hé thdng trén may tinh
vung mang ndi by va Router/Modem.

1.6. Bio vé thiét bi hé thong

- Hé thong dam bao an toan, an ninh luu trit va dam bao cac tiéu chuan an
toan vé nguodn dién...

- CAu hinh chuc nang xac thuc trén cac thiét bi cua hé théng dé xac thuc
nguoi dung khi quan tri thiét bi truc ti€p hodc tur xa trén Router/Modem.
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- Chi cho phép str dung cac két ndi mang an toan khi truy cép, quan tri thiét
bi tir xa.

- Han ché céc dia chi mang cé thé két ndi, quan tri thiét bi tir xa.

1.7. Phong chong phin mém ddc hai trén méi trudng mang

- C6 phuong 4n phong chong phan mém doc hai trén moi trudong mang, thuc
hién theo Quyét dinh s6 100/QD-BDT ngay 26/10/2020 ban hanh Quy ché dam
bao an toan thong tin trong hoat dong ing dung cong ngh¢ thong tin cua Ban Dan
tdc tinh Bac Kan.

- Cac may tram trong vung mang ndi by dugc cai dat cac phﬁn mém diét
virus ban quyén du manh dé phat hién, ngan chan cdc mdi nghi ngod tan cong tur
bén ngoai.

2. Biao dam an toan dir li€u

2.1. Nguyén ven dir liéu

C6 phuong an quan 1y, luu trir dit liéu quan trong trong hé théng cung véi
ma kiém tra tinh nguyén ven

2.2. Bao mdt dir li¢u

Luu trir ¢4 mi hoa cac théng tin, dit liéu trén hé thong Iuu trit phuong tién luu
trir, dit liéu dugc nén va dugce luu trit trén céc thiét bi nhu: USB; 6 ciing di dong.

2.3. Sao luu dw phong

- Thyc hién sao luu du phong cac thong tin, dit liéu co ban sau: tap tin cAu hinh
hé thong, co so dir lidu; dit li€u, thong tin nghi€p vu.

- Phan loai va quan ly cac dir liéu dugc luu trir theo ting loai nhom thong tin
duoc gan nhén khac nhau

- Luu trir trén 6 cimg di cong; USB dé sao luu dy phong

Déi voi cac yéu cau k¥ thuat chua dap tmg yéu cau an toan co ban trong
Thuyét minh nay, Pon vi van hanh s€ trién khai nang cap, thiét 1ap cau hinh h¢
thong dé dap ung yéu cau trong vong 18 thang, ké tir khi HSDXCD dugc phé duyét.

Trén co s d6, thuyét minh phuwong an bao dam an toan thong tin cho Hé thong
s€ bao gom cac thuyét minh thanh phéan sau:

] Cép d¢ aé A
STT H théng o | Noidung thuyét minh
xuat
L Thuyé;t m‘AiIlh lfihU(Tng an dap 2 Phu luc I
ung y€u cau quan ly
, Thuyé;t minh phuong dn dap 5 Phu lyc 11
ung yéu cau ky thuat
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PHU LUC I

THUYET MINH PHUONG AN BAO PAM AN TOAN THONG TIN VE

QUAN LY VOI CAP PO 2

1. Thiét 1ap chinh sich an toan thong tin
1.1. Chinh sach an toan théng tin

Yéu cau

Xay dung chinh sach an toan thong tin

Hién trang

Pap tng (Ban Dan tdc di ban hanh Quyét dinh s6 100/QD-BDT
ngay 26/10/2020 ban hanh Quy ché dam bao an toan thong tin
trong hoat dong ing dung cong nghé thong tin ciia Ban Dan tdc
tinh Bac Kan)

1.2. Xay

dung va cong bo

Yéu cau

Quy dinh vé xay dung va cong bd Quy ché bao dam an toan
thong tin

Hién trang

ba dap tng

Phuwong an

Trudce khi ban hanh Quy ché dam bao an toan thong tin ctia don
vi, dy thao quy ché duoc gui xin ¥ kién ddi véi toan thé can bo,
cong chirc don vi.

Tai muc 3, Piéu 12, Chuong 3 Quyét dinh s6 100/QD-BDT ngay
26/10/2020 cta Ban Dan toc quy dinh “trong qué trinh thyuc hién,
néu c6 van dé phat sinh hodc kho khin, vuéng mac can phan anh
kip thoi vé Thanh tra va Van phong dé tong hop bao cdo Truong
Ban xem xét quyét dinh diéu chinh, bo sung cho pht hop”

1.3. Ra soat, siwra doi

Yéu cau

C6 quy dinh vé viéc ra soat, sira doi Quy ché bao dam an toan
thong tin

Hién trang

ba dép ung

Phwong an

Tai muc 3, Piéu 12, Chuong 3 Quyét dinh s6 100/QD-BDT ngay
26/10/2020 ctia Ban Dan toc quy dinh “trong qua trinh thyc hi¢n,
néu co van dé phat sinh hodc kho khin, vuéng méc can phan anh
kip thoi vé Thanh tra va Van phong dé tong hop bao cdo Truong
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Ban xem xét quyét dinh diéu chinh, b6 sung cho phu hop”

2. T6 chire bao dam an toan thong tin

2.1. Pon vi chuyén trach vé an toan thong tin

Yéu cau

Thanh 14p hodc chi dinh don vi/bd phan chuyén trach vé an toan
thong tin trong t chirc

Hién trang

i dap tng Quyét dinh sb 100/QD-BDT ngay 26/10/2020 ban
hanh Quy ché dam bao an toan thong tin trong hoat dong tmg
dung cong nghé thong tin cia Ban Dan tdc tinh Bic Kan.

Phwong an

Pon vi da giao bo phan Thanh tra va Van phong chu tri tham muu
thuc hién cac ndi dung vé an toan thong tin cua don vi

2.2. Phoi hop v6i nhirng co quan/to chire 6 tham quyén

2.2.1. C6 dau méi lién hé, phdi hop véi cac co quan, to

chirc c6 tham

quyén quan Iy vé an toan thong tin

Yéu chu | Co dau moi lién hé, phdi hop voi cac co quan, to chic c6 thim
quyén quan Iy vé an toan thong tin

Hién Pon vi dang stra doi, bd sung Thong bao phan céng nhiém vy cac

trang Phong thudc Ban Dan tdc, theo do bo sung ndi dung phén cong
dau moi lién hé, phoi hop voi cac co quan, to chure c6 tham quyén
quan 1y vé an toan théng tin

Phuong Pon vi da giao bo phan Thanh tra va Vin phong 1a ¢au mdi lién

an

hé, phdi hop véi S¢ Thong tin va Truyén théng va cac co quan, t6
chtrc ¢6 thdm quyén quan 1y vé an toan thong tin phuc vu viéc bao

dam an toan, an ninh mang

2.2.2. C6 diu moi lién hé, phoi hop véi cac co quan, to chirc trong cong
tac hd tro diéu phdi xir Iy sw cb an toan thong tin

Yéu cau

C6 dau moi lién hé, phdi hop vai cac co quan, to chirc trong cong
tac ho trg diéu phoi xir 1y su co an toan thong tin

Hién trang

ba dap tng

Phwong an

Pon vi d3 giao bd phan Thanh tra va Vin phong lam dau mbi, to

chtre thue hién viée tiép nhan va xtr 1y cac su ¢d vé an toan théng
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tin cua Hé thong thong tin.

2.2.3. Tham gia cac hoat dong, cong tac bao dim an toan thong tin khi
¢6 yéu clu ciia to chirc cé6 thim quyén

Yéu ciu Tham gia cac hoat dong, cong tac bao dam an toan thong tin khi
c6 yéu ciu cua t6 chic co tham quyén

Hién trang | pap ing Quyét dinh sé 100/QD-BDT ngay 26/10/2020 ban hanh
Quy ché dam bao an toan thong tin trong hoat dong tmg dung

cong ngh¢ thong tin cua Ban Dan tdc tinh Bic Kan.

Phwong an | Tham gia cac hoat dong, cong tdc bao dam an toan thong tin khi
6 yéu ciu cua t6 chirc co tham quyén

3. Bao dam nguon nhan lue

3.1. Tuyén dung

Yéu cau Cé6 quy dinh vé tuyén dung can bd va diéu kién tuyén dung can bo

Hi¢n trang | psp img Quyét dinh sé 100/QD-BDT ngay 26/10/2020 ban hanh
Quy ché dam bao an toan thong tin trong hoat dong ung dung

cong nghé thong tin ciia Ban Dan toc tinh Bac Kan.

Phwong an | Tai Quyét dinh s6 2309/QD-UBND ngay 29/12/2017 ciia UBND
tinh phé duyét Ban mo ta cong viéc va khung ning luc cua vi tri
viéc lam thudc Ban Dan toc tinh Bic Kan da quy dinh vé tuyén
dung va diéu kién tuyén dung cong chirc d6i v6i vi tri cong nghé
thong tin.

3.2. Trong qua trinh lam viéc cé quy dinh vé viéc thue hién ndi quy, quy
ché biao dam an toan thong tin cho nguoi sir dung, cin bd quin 1y va vin
hanh hé thong

Yéu ciu C6 quy dinh vé& viéc thuc hién ndi quy, quy ché bao dam an toan
thong tin cho ngudi sir dung, can bd quan 1y va van hanh hé thong

Hién trang | p3p img Quyét dinh s6 100/QD-BDT ngay 26/10/2020 ban hanh
Quy ché dam bao an toan thong tin trong hoat dong tng dung
cong nghé thong tin cua Ban Dén toc tinh Bic Kan.




24

Phwong an | Quyét dinh s6 100/QD-BDT ngay 26/10/2020 ban hanh Quy ché
dam bao an toan thong tin trong hoat dong tng dung cong nghé
thong tin cua Ban Dan t0c tinh Bic Kan quy dinh vé viée thue
hién bao dam an toan thong tin trong qua trinh l[am viéc:

1. Bao mat s6 liéu: CB, CC, NLD phai c6 trach nhiém bao mat s6
liéu nghiép vu trén may tinh.Vi¢c chia sé dit liéu trén mang do bo
phan quan trj mang thuc hién theo quyét dinh ctua Truéng Ban
Dan toc va theo phan cip sir dung tai nguyén mang.

2. Bao mat truy cadp: Cac chuong trinh ung dung, phan chia st
dung trén may tinh phai dugc dat mat khau, mi khoa bao mat.

3. Bao mat hé thong mang va truyén tin: Mang va duong truyén
dugc ap dung cac ché d6 bao mat can thiét, chéng xam nhap bat
hop phap. Bo phan quan tri mang cé trdch nhiém thuong xuyén
theo doi, kiém tra phat hién kip thoi cac hoat dong xam nhap va
c6 bién phap xur 1y kip thoi.

4. An toan trong st dung: Khi khong lam viéc v61 may vi tinh
trong thoi gian dai, CB, CC, NLD phai tat may tinh hodc dat ché
dd bao vé dé dam bao an toan cho dit liéu cia c4 nhan.

5. Phong, chdng virus: CC, CC, NLD c6 trach nhiém tuin thi cac
bién phap phong va chdng virus cho may tinh, ddm bao an toan
dir li€u thudc ca nhan quan ly. Moi dir liéu tir cac thiét bi luu trix
bén ngoai déu phai dugc quét, diét virus mdi khi dua vao may.
Nhitng mdy tinh phat hién c6 virus phai dugc tach khoi mang vé
mat vat Iy dé tranh tinh trang 1ay nhidm sang cac may tinh khac.
Khong truy cap vao cac link lién két khong 1d rang; khong click
vao cac link, tai vé cac file tai lidu tir cac dia chi thu khong nam
r0 thong tin, dia chi nguoi guri.

3.3. C6 ké hoach va dinh ky hang nim t6 chirc phd bién, tuyén truyén
nang cao nhan thirc vé an toan thong tin cho nguoi sir dung

Yéu cau C6 ké hoach va dinh ky hang nam t6 chirc pho bién, tuyén truyén
nang cao nhan thirc vé an toan thong tin cho ngudi sir dung

Hién trang | pap ing Quyét dinh sé 100/QD-BDT ngay 26/10/2020 ban hanh
Quy ché dam bao an toan thong tin trong hoat dong tmg dung
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cong nghé thong tin cua Ban Dén tdc tinh Bic Kan.

Phuwong 4n | Ké hoach va dinh ky hang nam t6 chtrc dao tao vé an toan thong
tin cho 03 nhom ddi tuong bao gém: can bo k¥ thuat, can by quan

1y va nguoi st dung trong hé théng.

3.4. Cham durt hoic thay ddi cong viéc

a) Cdn bg cham dirt hodc thay doi cong viéc phdi thu hoi thé truy cdp, thong
tin dwoc luu trén cdc phirong tién leu triv, cdc trang thiét bi mdy méc, phan cing,
phan mém va cdc tai san khdc (néu cé) thudce sé hitu ciia t6 chire.

Yéu cau Co quy dinh doi voi can bo nghi hodc thay doéi cong viéc

Hién trang | pgp ymg mot phin Quyét dinh sé 100/QD-BDT ngay 26/10/2020
ban hanh Quy ché dam bao an toan thong tin trong hoat dong tmg

dung cong nghé thong tin ctia Ban Dan tdc tinh Bic Kan.

Phwong 4n | B6 sung quy dinh d6i voi can bd nghi hodc thay doi cong viée
vao Quy ché d¢am bao an toan thong tin cta don vi

b) C6 quy trinh va thiee hién vé hiéu héa tdt ca cdc quyén ra, vao, truy cdp
tai nguyén, quan tri hé thong sau khi cén bé théi viéc.

Yéu cau Co6 quy trinh va thuc hi¢n v6 hi€u hoa tat ca cac quyén ra, vao,
truy cap tai nguyén, quan tri h¢ thong sau khi can bo thoi vige.

Hién trang | p4p ung mot phan

Phwong an | B6 sung quy trinh vo hiéu hoa tat ca cac quyén ra, vao, truy cap
tai nguyén, quan tri hé thdng sau khi can bo thoi viée vao Quy
ché dam bao an toan thong tin ciia don vi

4. Quan ly thiét ké, xay dung hé thong thong tin
4.1. Thiét ké an toan hé thong théng tin
a) C6 tai liéu mé ta quy mé, pham vi va doi twong sir dung, khai thdc, quan Iy

van hanh hé thong théng tin

Yéu cau C6 tai liéu mo ta quy md, pham vi va d6i tuong st dung, khai
thac, quan 1y van hanh hé thong thong tin
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Hién trang | pap g (Quy dinh tai Pidu 5, Quyét dinh sé 100/QD-BDT ngay
26/10/2020 cua Ban Dan tdc)

Phwong an | Tai Piéu 5, Quyét dinh sé6 100/QD-BDT ngay 26/10/2020 cua
Ban Dan tdc quy dinh:

1. Thanh tra va Van phong c6 trach nhiém cai dat, quan ly céc
phan mém hé théng va phan mém ung dung trong hé thong mang
may tinh tai Ban; Nghién ctu, dé xuat, nang cip cong nghé, phan
mém theo dinh huéng quan 1y nha nuéc cia nganh va tuan theo
quy dinh cia Nha nudec.

2. Phong Chinh sach tuyén truyén va Ké hoach tong hop va toan
thé CB, CC, NLP c¢6 trach nhiém phdi hop voi Thanh tra va Vin
phong trong qua trinh trién khai, khai thac va str dung phan mém.

b) C6 tai liéu mé ta thiét ké va cdc thanh phan ciia hé thong théng tin

Yéu cidu | Co tai lidu mo ta thiét ké va cac thanh phan cta hé théng thong
tin

Hién trang Dap ng (Tai ho so dé xudt cap dé an toan thong tin nay di mé td

thiét ké va cdc thanh phan ciia hé thong théng tin).

¢) C6 tai liéu mé ta phwong dn bdo ddm an toan théng tin theo cdp dg

Yéu ciu C6 tai lidu mo ta phuong 4n bao dam an toan thong tin theo cap
do

Hién trang Dap tmg (Tai ho so dé xudt cdp dé an toan théng tin ndy dia mé ta

phirong dn bdo dam an toan thong tin theo cap do)

d) Co tai liéu mo ta phwong an lwa chon giai phdap cong nghé bao dam an

toan thong tin

Yéu ciu Cé tai liéu mo ta phuong an lya chon giai phap cong nghé bao
dam an toan thong tin

Hién trang | p4p ting Quyét dinh sé 100/QD-BDT ngay 26/10/2020 ban hanh
Quy ché dam bao an toan thong tin trong hoat dong tng dung

cong nghé thong tin cia Ban Dan toc tinh Bic Kan.
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Phwong an | Thyc hién quy dinh tai biéu 5, Chuong I, Quyét dinh s
100/QD-BDT ngay 26/10/2020 cua Ban Dan toc tinh Bic Kan
quy dinh: “Thanh tra va Van phong, Ban Dan tdc ¢6 trach nhi€ém
cai dit, quan 1y cac phan mém hé thdng va phin mém tmg dung
trong hé thong mang may tinh tai Ban; Nghién ctru, dé xuat, nang
cap cong nghé, phan mém theo dinh huéng quan 1y nha nude cua
nganh va tuan theo quy dinh cua Nha nuéc”

e) Khi ¢6 thay déi thiét ké, danh gid lai tinh phit hop ciia phwong dén thiét ké

doi voi cdc yéu cau an toan dat ra doi voi hé thong

Yéu cidu | Co quy dinh khi c6 thay doi thiét ké, danh gia lai tinh phu hop
ctia phuong an thiét ké dbi véi cac yéu cau an toan dit ra doi véi
hé théng

Hién trang | pgp ymg mot phin Quyét dinh sé 100/QD-BDT ngay 26/10/2020
ban hanh Quy ché dam bao an toan thong tin trong hoat dong tmg

dung cong nghé thong tin ctia Ban Dén tdc tinh Bic Kan.

Phwong an | B6 sung quy dinh khi c¢6 thay doi thiét ké, danh gia lai tinh phu
hop ctia phuong an thiét ké dbi véi cac yéu cau an toan dat ra dbi
v6i hé théng va Quy ché dam bao an toan thong tin ctia don vi

f) Phdt trién phan mém thué khoan:
- C6 bién ban, hop dong va cac cam két d6i voi bén thué khoan cac noi dung
lién quan dén viéc phat trién phan mém thué khoan

Yéu ciu | C6 bién ban, hop dong va cac cam két d6i voi bén thué khoan cac
ndi dung lién quan dén viéc phat trién phan mém thué khoan

Hién trang | p4p img Quyét dinh sé 100/QD-BDT ngay 26/10/2020 ban hanh
Quy ché dam bao an toan thong tin trong hoat dong ung dung

cong nghé thong tin ciia Ban Dén tdc tinh Bic Kan.

Phuwong an | Thyuc hién theo QD s6 22/2021/QD-UBND ngay 28/12/2021 cua
UBND tinh vé viéc ban hanh quy ché ATTT mang trong co quan
nha nudc tinh Bic Kan nam 2021: Yéu cu co bién ban, hop dong
va cac cam két d6i véi bén thué khoan cac noi dung lién quan dén
viéc phat trién phan mém thué khoén.
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- Yéu cau cac nha phat trién cung cap ma nguéon phan mém

Yeéu cau C6 quy dinh yéu cau cac nha phat trién cung cap ma ngudn phan
mém

Hién trang | pap ing mot phan Quyét dinh s6 100/QD-BDT ngay 26/10/2020
ban hanh Quy ché dam bao an toan thong tin trong hoat dong tmg

dung cong nghé thong tin ctia Ban Dan toc tinh Bac Kan.

Phwong an | BO sung quy dinh yéu cau cac nha phat trién cung cap ma nguodn
phan mém vao Quy ché ddm bdo an toan thong tin ctia don vi

g) Thir nghiém va nghiém thu hé thong
- Thyc hién kiém tht hé théng trudc khi dua vao van hanh, khai thac su
dung

Yéu cau Cé6 quy dinh vé viéc thuc hién kiém thir hé théng trudc khi dua
vao van hanh, khai thac sir dung

Hién trang | pap img mot phan Quyét dinh sé 100/QD-BDT ngay 26/10/2020
ban hanh Quy ché dam bao an toan thong tin trong hoat dong tmg

dung cong nghé thong tin ctia Ban Dan tdc tinh Bac Kan.

Phwong an | B6 sung quy dinh ddi véi viéc thir nghiém va nghiém thu heé
théng vao Quy ché dam bao an toan thong tin ctia don vi.

- C6 nd1 dung, ké hoach, quy trinh thtr nghiém va nghiém thu hé théng

Yéu cau C6 yéu cau vé nodi dung, ké hoach, quy trinh thir nghiém va
nghiém thu hé théng

Hién trang | Pap img mot phan Quyét dinh s6 100/QD-BDT ngay 26/10/2020
ban hanh Quy ché dam bao an toan thong tin trong hoat dong tmg

dung cong nghé thong tin ctia Ban Dan tdc tinh Bac Kan.

Phwong an | B6 sung quy trinh thir nghiém va nghiém thu hé thong vao Quy
ché dam bao an toan thong tin cta don vi

- C6 b phan ¢6 trach nhi¢m thuc hién thir nghi€ém va nghi€m thu h¢ théng

Yéu ciu C6 bg phan c¢o6 trach nhi¢m thuc hién thtr nghi€ém va nghiém thu
hé théng
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Hi¢n trang | pgp (mg Quyét dinh sé 100/QD-BDT ngay 26/10/2020 ban hanh
Quy ché dam bao an toan thong tin trong hoat dong tng dung

cong nghé thong tin cua Ban Dén tdc tinh Bic Kan.

Phuong 4n | Giao Thanh tra va Vian phong Ban Dan toc chi tri, phdi hop véi
Phong Chinh sach tuyén truyén va Ké hoach tong hop thuc hién
thir nghiém va nghiém thu hé thong.

5. Quan Iy van hanh hé thong théng tin

5.1. Qudn ly an toan mang

Du thao quy ché dua ra quy dinh vé chinh sach, chua dap tng yéu cau veé
quy trinh quan 1y an toan mang. Pon vi van hanh s& xay dung va bo sung vao quy
ché an toan thong tin caa don vi. ]

5.2. Qudn ly, vdn hanh hoat dpong binh thwong ciia hé thong

Yéu cu C6 quy dinh vé quan 1y, van hanh hoat dong binh thudng cua hé
théng

Hién trang | pap Gng (Quy dinh tai Piéu 5, Quyét dinh sé 100/0P-BDT ngay
26/10/2020)

Phwong an | pidy 5 Quyét dinh sb 100/QD-BDT ngay 26/10/2020 cta Ban
Dan toc quy dinh:

1. Thanh tra va Van phong c6 trdch nhi¢ém cai dat, quan 1y cac
phan mém hé théng va phan mém ung dung trong hé thong mang
may tinh tai Ban; Nghién ciru, dé xuat, nang cip cong nghé, phan
mém theo dinh hudng quan 1y nha nudc ciia nganh va tudn theo

quy dinh cia Nha nudc.

2. Phong Chinh sach tuyén truyén va Ké hoach tong hop va toan
thé CB, CC, NLD c¢6 trach nhiém phdi hop véi Thanh tra va Vin

phong trong qua trinh trién khai, khai thac va sir dung phan mém.

5.3. Cdp nhdt; sao lwu dw phong cdc tdp tin ciu hinh hé thong va khoéi
phuc hé thong sau khi xdy ra sw co

Yéu cau C6 quy dinh vé cap nhat; sao luu dy phong cac tap tin cAu hinh hé
thng va khoi phuc hé thong sau khi xay ra su cd
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Hién trang

Dap tng mot phan Quyét dinh s 100/QD-BDT ngay 26/10/2020
ban hanh Quy ché dam bao an toan thong tin trong hoat dong g

dung cong nghé thong tin ctia Ban Dan toc tinh Béic Kan.

Phuwong an

Thuc hién theo QD sb 22/2021/QD-UBND ngay 28/12/2021 cia
UBND tinh vé viéc ban hanh quy ché ATTT mang trong co quan
nha nudc tinh Bac Kan ndm 2021: Trién khai hé théng/phuong
tién luu trit doc lap voi hé théng luu trir trén cac may chu dich vu
dé sao luu du phong; phan loai va quan 1y thong tin, dir li¢u dugc
luu trit theo ting loai/nhém thong tin duge gan nhan khac nhau;
thuc hién sao luu, du phong cac thong tin, dir li¢u co ban sau: tap
tin cau hinh hé théng, anh hé diéu hanh may chu, co so dir lidu;

dir li¢u, thong tin nghiép vu.

5.4. Truy cdp va qudn Iy cdu hinh hé thong

Yéu cau

Truy cip va quan 1y cAu hinh hé théng

Hién trang

Pap ung Quyét dinh s6 100/QD-BDT ngay 26/10/2020 ban hanh
Quy ché dam bao an toan thong tin trong hoat dong ung dung

cong nghé thong tin ciia Ban Dan tc tinh Bic Kan.

Phuwong an

Thuc hién theo QD sb 22/2021/QD-UBND ngay 28/12/2021 cia
UBND tinh vé viéc ban hanh quy ché ATTT mang trong co quan
nha nudc tinh Bac Kan nam 2021: Can b quan ly, nhan vién van
hanh truy cép, khai thac thong tin tai Trung tam dit li¢u theo trach
nhiém va phan quyén dugc quy dinh; viéc khai thac thong tin phai
bao dam nguyén tic bao mat, khong dugc ty y cung cip thong tin
ra bén ngoai.

5.5. Quan ly an toan may chu va ung dung

Du thao quy ché dua ra quy dinh vé chinh sach, chua dap tng yéu cau veé

quy trinh quan ly an toan may chu va ing dung. Pon vi van hanh s¢ xay dung va
bd sung vao quy ché va ban hanh trong vong 06 thang sau khi HSDXCP dugc

phé duyét.

5.5.1 Chinh sdach, quy trinh qudn ly an toan mdy chu va wng dung bao

gom:




31

a) Quan Iy, van hanh hoat déng binh thwong cua hé thong may cha va dich
Vu

Yéu cau C6 quy dinh vé quan 1y, van hanh hoat dong binh thudng cua hé
théng may chu va dich vu

Hi¢n trang | pap ¢mg mot phan

Phwong an | Quan ly, van hanh hoat dong binh thudng cua hé thong may chu
va dich vu:

a) Bao dam cho hé diéu hanh, phan mém cai dat trén may chu
hoat dong lién tuc, 6n dinh va an toan.

b) Thudng xuyén kiém tra cdu hinh, céc file nhat ky hoat dong
ctia hé diéu hanh, phan mém nham kip thoi phat hién va xir ly
nhitng su ¢ néu co.

¢) Quan Iy cac thay d6i cu hinh k¥ thuat ctia hé diéu hanh, phan
mém.

d) Thuong xuyén cap nhat cac ban va 16i hé diéu hanh, phan mém
tir nha cung cap.

@) Loai bo cac thanh phan cia hé diéu hanh, phan mém khong can
thiét hodc khong con nhu cau st dung.

e) Céac ban quyén phan mém can duogc théng ké, quan 1y thoi gian

han phuc vu cho viéc gia han.

b) Truy cap mang ciia may chi

Yéu cau Co quy dinh quan ly truy cap mang ctia may chu

Hién trang | pa ing mot phan thuc hién theo QD sb 22/2021/QD-UBND
ngay 28/12/2021 cia UBND tinh vé viéc ban hanh quy ché ATTT

mang trong co quan nha nudc tinh Bic Kan nim 2021

Phwong an | Truy cap mang cua may chu:

Béo dam cac két né1 mang trén may chu hoat dong lién tuc, 6n
dinh va an toan. Cau hinh, ki€ém soat cac két noi, cac cong dich vu

tir bén trong di ra cling nhung bén ngoai vao hé thong.




32

C) Truy cdp va quan tri may chu va ung dung

Yéu cau

Co quy dinh quan ly truy cap va quan tri may chu va ing dung

Hién trang

Pap tmg mot phan thuc hién theo QD sb 22/2021/QD-UBND
ngay 28/12/2021 cia UBND tinh vé viéc ban hanh quy ché ATTT

mang trong co quan nha nudc tinh Bic Kan nim 2021

Phuwong an

Truy cap va quan tri may chu va ing dung:

a) Thay d6i cac tai khoan, mat khau mic dinh ngay khi dua hé
diéu hanh, phan mém vao st dung.

b) Cap quyén quan ly truy cdp cta ngudi stt dung trén may chi
cai dat h¢ dieu hanh.

¢) Toan bd may chil va thiét bi cong nghé thong tin khong phai
may tinh ngoai trir cac hé thong bat budc phai co giao tiép véi
Internet (cac hé thdng phuc vu truy cép Internet; cung cip giao
dién ra Internet cua trang tin dién tir, dich vu cong, thu dién tu;
phuc vu cap nhét ban va h¢ diéu hanh, mau mi doc, miu diém
yéu, miu tin cong) khong duoc két ndi Internet.

5.6. Cap

nhat, sao lvu duw phong va khéi phuc sau khi xay ra sy 6

Yéu cau

C6 quy dinh vé cip nhat, sao luu dy phong va khoi phuc sau khi
Xay ra su o

Hién trang

Pap tng mot phan Quyét dinh s6 100/QD-BDT ngay 26/10/2020
ban hanh Quy ché dam bao an toan thong tin trong hoat dong ting

dung cong nghé thong tin cua Ban Dan tdc tinh Bic Kan.

Phwong an

B6 sung vao Quy ché an toan théng tin cta don vi cac quy dinh
vé cap nhat, sao luu du phong va khoi phuc sau khi xay ra su co:
Trién khai hé thong/phuong tién lwu trir doc 1ap voi hé thdng luu
trit trén cac may chil dich vu dé sao luu du phong; phan loai va
quan 1y thong tin, dir li¢u dugce luu trit theo tung loai/nhém thong
tin dugc gan nhan khac nhau; thyc hién sao luu, du phong céc
thong tin, dit 1i€u co ban sau: tap tin cAu hinh hé théng, co so dir
liu; dir li€u, thong tin nghiép vu.
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5.7. Quan ly an toan dir li€u
Du thao quy ché dua ra quy dinh vé chinh sach, chua dap tng yéu cau vé
quy trinh quan 1y an toan dit liéu. Pon vi van hanh s& xay dung va bd sung vao
quy ché va ban hanh trong vong 06 thang sau khi HSBXCP duoc phé duyét.
5.8. Chinh sach, quy trinh du phong va khéi phuc dir li¢u

Yéu cau Co chinh sach, quy trinh du phong va khéi phuc dir liéu

Hién trang | p3p tmg mot phan Quyét dinh s§ 100/QD-BDT ngay 26/10/2020
ban hanh Quy ché dam bao an toan thong tin trong hoat dong tmg

dung cong nghé thong tin ctia Ban Dan toc tinh Bic Kan.

Phwong in | g3 sung vao quy ché dam bao an toan thong tin ctia don vi

5.9. Pinh ky hoic khi c6 thay ddi ciu hinh trén hé thong thwe hién quy
trinh sao lvu di phong: tip tin cau hinh hé thong, ban dw phong hé diéu
hanh may chu, co s& dir liéu; dir li€u, thong tin nghi€ép vu

Yéu cAu | C6 quy dinh dinh ky hodc khi c6 thay d6i cAu hinh trén hé thdng
thuc hién quy trinh sao luu dy phong: tap tin ciu hinh hé théng,
ban du phong h¢ diéu hanh may chu, co s¢ dir li¢u; dir li€u, thong
tin nghiép vu

Hién trang | Chua dap ung

Phwong an | Bo sung vao Quy ché dam bao an toan thong tin cia don vi

5.10. Quan Iy sw cb an toan thong tin

Du thao quy ché dua ra quy dinh vé chinh sach, chua dap tng yéu cau vé
quy trinh quan 1y su ¢ an toan thong tin. Pon vi van hanh s& xay dung va b
sung vao quy ché va ban hanh trong vong 06 thang sau khi HSDXCD duoc phé
duyét.

5.11. Phan nhém su ¢6 an toan thong tin mang

Yéu cau C6 quy dinh vé phan nhom sy ¢b an toan théng tin mang

Hién trang | p4p img mot phén
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Phwong an

Xay dyng quy trinh Gng ctru sy ¢d an toan théng tin mang thong
thudng va nghiém trong theo quy dinh tai Didu 13, 14 Quyét dinh
s6 05/2017/QD-TTg, trong d6 quy dinh rd vé phan nhom su ¢d an
toan thong tin mang

5.12. Phwong 4n tiép nhin, phat hién, phan loai va xir Iy ban du sy cb

an toan thong tin mang

Yéu cau

C6 phuong an tiép nhan, phat hién, phan loai va xt 1y ban dau sy
cd an toan thong tin mang

Hién trang | p4p img mot phin
Phwong an | Xy dung quy trinh Umg ctru sy cd an toan thong tin mang thong
thuong va nghiém trong theo quy dinh tai Piéu 13, 14 Quyét dinh s6
05/2017/QD-TTg, trong d6 quy dinh rd phuong an tiép nhdn, phat
hién, phan loai va xir Iy ban dau sy ¢ an toan thong tin mang
5.13. Ké hoach wng phé su c6 an toan thong tin mang
Yéu ciu Xay dung ké hoach tmg pho su ¢ an toan thong tin mang

Hién trang

Pap (mg mot phan Quyét dinh s 100/QD-BDT ngay 26/10/2020
ban hanh Quy ché dam bao an toan thong tin trong hoat dong tng

dung cong nghé thong tin ctia Ban Dan toc tinh Bic Kan.

Phuwong an

Xay dung va trién khai ké hoach g phé su ¢6 an toan thong tin
theo quy dinh tai Diéu 16, Quyét dinh s6 05/2017/QD-TTg.

5.14. Giam sat, phat hién va canh bao su c6 an toan théng tin

Yéu cau

Co6 quy dinh vé quan ly gidm sat, phat hién va canh bdo su ¢ an
toan thong tin

Hién trang

ba dép ung

Phwong an

Tai Muc 4, Piéu 8, Quyét dinh s6 100/QD-BDT ngay 26/10/2020
ciia Ban Dan toc: Pam bao cong tac giam sat thuong xuyén dé
kip thoi phat hién va ngin chin cac hanh vi tin cong mang giy
mat an toan thong tin.
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5.15. Quy trinh g ciru sw ¢ an toan thong tin mang thong thwong

Yéu cau

C6 quy trinh ng ctru sy ¢6 an toan thong tin mang thong thuong

Hién trang

Dap tmg mot phan

Phuwong an

Xay dung quy trinh tng ctru su ¢b an toan thong tin mang thong
thuong va nghiém trong theo quy dinh tai Diéu 13, 14 Quyét dinh
s6 05/2017/QD-TTg.

5.16. Quy trinh g ctru sw ¢ an toan thong tin mang nghiém trong

Yéu cau

C6 quy trinh img ctru sy ¢b an toan thong tin mang nghiém trong

Hién trang

Pap (mg mot phan

Phwong an

X4y dung quy trinh Gng ctru sy ¢b an toan thong tin mang thong
thuong va nghiém trong theo quy dinh tai Diéu 13, 14 Quyét dinh
s6 05/2017/QD-TTg.

5.17. Co ché phdi hop véi co quan chire ning, cac nhdm chuyén gia, bén
cung cip dich vu hd tro trong viéc xir 1y, khic phuc sw ¢ an toan thong tin

Yéu cau

C6 quy dinh vé co ché phdi hop véi co quan chirc ning, cic nhém
chuyén gia, bén cung cip dich vu hd tro trong viéc xu 1y, khic
phuc su ¢ an toan théng tin

Hién trang

Dap g mot phﬁn

Phwong an

Phoi hop véi co quan chiic ning, cac nhom chuyén gia, bén cung
cép dich vu hd tro trong vigc xu ly, khic phuc su ¢ an toan thong
tin; Yéu cau bén cung cap, hd tro cung cap quy trinh xt 1y su ¢d
cho céac dich vu do bén cung cép, hd trg cung cép lién quan dén
hé théng

5.18. Quén ly an toan ngwoi sir dung diu cudi

Du thao quy ché dua ra quy dinh vé chinh sach, chua dap tng yéu cau vé

quy trinh quan 1y an toan nguoi sir dung dau cudi. Pon vi van hanh s& xay dung

va bd sung vao quy ché an toan thong tin ctia don vi.
5.19. Quén ly truy cap, sir dung tai nguyén ngi bo

Yéu cau

C6 quy dinh vé quan 1y truy cép, sir dung tai nguyén ndi bo
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Hién trang

Dap tmg mot phan

Phuwong an

B0 sung vao Quy ché dam bao an toan thong tin cua don vi

5.20. Quan ly truy cap mang va tai nguyén trén Internet

Yéu cau

C6 quy dinh vé quan 1y truy cdp mang va tai nguyén trén Internet

Hién trang

Dap tng Quyét dinh sé 100/QD-BDT ngay 26/10/2020 ban hanh
Quy ché dam bao an toan thong tin trong hoat dong ung dung

cong ngh¢ thong tin cua Ban Dan tdc tinh Bic Kan.

Phwong an

Tai diéu 10, Piéu 11, Quyét dinh s6 100/QD-BDT ngay
26/10/2020 cua Ban Dan toc quy dinh cac noi dung quan 1y truy
cap mang va tai nguyén Internet:

Diéu 10:

Trong trao doi thong tin, dir liéu phuc vu cong viéc, co quan, can
bd cong chirc va nguoi lao dong phai st dung hé thdng thong tin
do tinh Bac Kan cap (@backan.gov.vn), phan mém quén 1y vin
ban va ho so cong vi¢c. Han ché viée st dung cac phuong tién
trao d6i thong tin dir li€u, hé théng thu dién tir cong cdng, mang
xa hoi trén Internet trong hoat dong cua don vi.

Picu 11. Nhirng diéu khong dwoc lam

1. Khong duoc loi dung viéc sit dung Internet nham muc dich:
Chéng lai nha nudc Cong hoa xa hoi chii nghia Viét Nam, giy
phuong hai dén an ninh quéc gia, trat tu an toan xa hoi; kich dong
bao luc, dodi truy, t€ nan xa hoi, mé tin di doan; pha hoai thuan
phong m¥ tuc cua dan toc.

2. Khong duogc tiét 10 bi mat nha nudc va cac bi mat khac da duge
phap luat quy dinh.

3. Khong duoc choi cac trd choi truc tuyén (game online) hodc
cac tro choi khac trén Internet trong gio lam viéc.

4. Khong duoc truy cip hodc tai cac trang website c6 ndi dung doi
truy, phan dong, cac chuong trinh khong ré nguén goc, cac thong

tin quang cdo hap din.

5. Khi sir dung hé théng thu dién tir (email) khong duoc kich
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chudt vao bat ctr thu dién tir, tép dinh kém, duong link, thu rac,
thu quang céo nao khéng rd ngudn gbe va khong xac dinh duoc
nguoi gui.

6. Khong sir dung thu dién tr cong vu dé dang ky vao mang xa
hoi, dién dan va cac trang thong tin dién tir cong cong khac.

' PHU LUC II o '
THUYET MINH PHUONG AN KY THUAT DOI VOI HE THONG
THANH PHAN CAP PO 2

Hé thong thong tin dugc dé xuat 1a cap do 2. Do d6, cac thanh phan trong hé
théng nhu ha ting mang, hé thong luu trix...dugc thuyét minh phuong an dap tung
yéu cau cap do 2 nhu sau:

1. Bao dam an toan mang
1.1. Thiét ké hé théng

a) Cdc viing mang trong hé thong:

STT Yéu ciu P/A Ghi chi/Mb ta
Hé théng khong st dung vun
1 | Vung mang ndi bo N/A ¢ O‘ g g su dung vung
mang nay
2 | Ving mang bién 6 Két ndi hé théng voi mang Internet

va mang dién rong

bit may chu WEBAPP, cho phép
3 | Vung DMZ C6 | truy cp truc tiép tir cic mang bén
ngoai va mang Internet.

4 | Vung may chu ndi b Co | Lavung dat may chu co so dir liéu.
b) Phuong dn bdo dam an toan thong tin
STT Yéu ciu P/A Ghi chi/Mb ta
Phuong an quan ly St dung Tuong lua Generic Firewall co
1 |truy cap, quantri hé | CO |tich hop chuc ning VPN dé quan 1y truy
thdng tir xa an toan cap, quan tri hé théng tir xa an toan.
2 | Phuong 4an quéan 1y | €0 | St dung Tuong lira Generic Firewall c6
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truy cap gitra cac tich hop chuc nang IPS dé quan Iy truy cap
ving mang va gifta cac vung mang va phong chéng xam
phong chéng xam nhap.
nhap
Phuong 4n  du Cac thiét bi mang chinh: Router, Firewall,
3 | phong cho céc thiét | C6 | Switch déu co thiét bi du phong
bi mang chinh
1.2. Kiém soat truy cip tir bén ngoai mang
STT Yéu ciu P/A Ghi chu/Mb ta
Thiét 1ap hé théng chi cho Hé théng sir dung Tuong ltra Generic
phép st dung cac két ndi Firewall c6 tich hop chirc nang VPN
Mang an toan khi truy cap duoc thiét 1ap chi cho phép két ndi
1 | thong tin ndi bd hodac quan | CO | mang co hd trg ma hoda, xac thuc khi
tri hé thong tir cac mang truy cap thong tin nd1 by hoac quan
bén ngoai va mang tri hé thdng tir cdc mang bén ngoai va
Internet mang Internet.
Kiém soat truy cap tir bén Tuong lra Generic Firewall duoc
ngoai vao hé théng theo thiét 1ap chi cho phép kiém soat truy
tung dich vy, img dung cu cap tor bén ngoai vao h¢ théng theo
) thé; chan tat ca truy cap 6 tifrng dich vy, tng dung cu thé; chin
té1 cac dich vy, ing dung tat ca truy cap toi cac dich vy, ung
ma hé thong khong cung dung ma hé théng khong cung cip
cap hoic khong cho phép hoac khong cho phép truy cap tur bén
truy cép tr bén ngoai ngoai
Thiét 1ap gi6i han thoi gian cho
Thiét 1ap gidéi han thoi (timeout) dé dong phién két ndi khi
gian chd (timeout) dé hé thdng khong nhan duoc yéu cau tir
3 | déng phién két ndi khi hé | CO | nguoi dung trén Tuong lua Generic
thdng khong nhan duoc Firewall va ngat phién két néi VPN
yéu cau tir nguoi dung. khi nguoi dung khong thao tac su
dung trong 1 khoang thoi gian
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1.3 Kiém soat truy cp tir bén trong mang

STT Yéu ciu PIA Ghi chd/M5 ta
Chi cho phép truy cép cac
ung dung, dich vu bén Chinh sach kiém soat truy cap tu cac
ngoai theo yéu cau nghiép ving mang trong hé théng di ra cac
1 |vu, chan cac dich vu khac | CO | mang bén ngoai va mang Internet

khong phuc vu hoat dong
nghi¢p vu theo chinh sach
ctia to chuc

dugc thiét 1ap trén Tuong lira
Generic Firewall

1.4. Nhat ky hé thong

. A Thiét 1ap chtc ning ghi, | St dung may chu thoi gian
Yeéu cau Y o 2 R
luu trit nhat ky h¢ thong | trong hé thong dé dong bo
3 trén cac thiét bi hé théng | thoi gian
Thiet bi
Router:  Draytek N
Vigor 2912F
Generic Firewall +
Swith TP-Link TL- N
SG1024D
1.5. Phong chong xAm nhap
STT Yéu ciu P/A Ghi chi/Mb ta
Co ph A h¢ -
OA, P uf)’ng efn p Ol}g ., | Str dung Tuong Itra Generic Firewall
chong xam nhap dé bao | Pap o S O
1 N , c6 tich hop chuc nang IPS dé bao v¢
Ve cac ving mang trong | tng cac ving mang trong hé thén
hé théng g mang g h¢ g
Thuc hién dinh ky cap nhat y di
Dinh ky clp nhat co so | | o o CH R D BSOSO A
o y . .| Pap |lieu dau hi€u phat hién tan cong
2 |dr liéu dau hi€u phat| | . . , .
o ung | mang trén Tuong Ilra Generic
hién tan cong mang .
Firewall.
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. Céu hinh chic | Chi cho phép st | Han ché cac dia chi
Yéu cau niang xac thuc | dung cac két ndi|mang co thé két
trén cac thiét mang an toan khi ndi, quan tri thiét
o bi truy cép, quan tri | bitr xa
Thiet by thiét bi tir xa
Router: Draytek
_ + + +
Vigor 2912F
Generic Firewall + + +
Swith TP-Link TL-
+ + +
SG1024D
2. Bao dam an toan may chu
2.1. Xdc thuc
Thiét 1ap | Thay  d6i | Thiét 1ap chinh sach mat khau
Yéu ciu chinh séach | cac tai | an vtoéln: Yéu cau tha’y d6i mat
xac  thuc | khoan mac | khau mac dinh; Thiét 1ap quy
trén  may | dinh trén hé | tic dat mat khau vé sé ky tu,
chu thong hodc | loai ky tu; Thiét 1ap thoi gian

vO hiéu hoa

hop 1€

yéu cdu thay d6i mat khau;
Thiét 1ap thoi gian mat khau

2.2. Kiém soat truy cip

Yéu cau

Chi cho phép

cac két nod1 mang an
toan khi truy cap, quan
tri may chu tur xa

st dung

Thiét 1ap gi6i han thoi gian
cho (timeout)

2.3. Nhat ky hé thong

Yéu cau

Thiét lap lap
chuc nang ghi
nhat ky hé

DPdng bo thoi gian
gitra may chu véi
may chu thot gian

Luu nhat ky hé
thong trong

khoang thoi gian
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thong trén céc t6i thiéu 1a 01
may chu thang
2.4. Phong chong xAm nhép
A 2 Loai bé cac | St dung | VO hi¢u hoa | Thuc hi¢n
YEéu cau .. , ) , , , . , R £

tai  khoan | tuong lra cua | cac giao thuc | nang  cap,
khong  sir | hé¢ diéu hanh | mang khong |xu ly diém
dung, cac|va hé thong|an toan, cac |yéu an toan
tai khoan |dé cam cac |dich vu hé|théng tin
khong con | truy cap trai|thong khong |trén  may
hop 1€ trén | phép té1 may | st dung chu trudce
may chu chu khi dua vao

st dung

+ + + +

+ + + +

2.5. Phong chong phian mém ddc hai

Cai dat phan mém phong
chéng ma doc va thiét lap

Kiém tra, do quét, xu ly
phan mém ddc hai cho

Yéu ca : N ,
i cau ché dg tu dong cap nhat cac phan mém trudc khi
cai dat
2.6. Xir Iy may chii khi chuyén giao
STT Yéu ciu PIA Ghi chi/Ms ta
Hién tai chua c6 phuong an
chuyén giao cho don vi st
C6 phuong an xo6a sach thong W ~g1 , ,V' ,
: o e . , , . , dung. S€ c6 phuong an x0a
tin, dir liéu trén mdy chu khi| Dép ) : o
1 JO . .. , sach thong tin, dir liéu trén
chuyén giao hoac thay d6i muc | uUng , . , L
dich stt dun may chu khi chuyén giao
e hoac thay ddi muc dich sir
dung
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3. Bao diam an toan ung dung

3.1. Xdc thuc
Thiét 1ap cdu | Luu trir ¢c6 ma | Thiét lap ciu | Han ché
hinh @ng dung|hdéa thong tin|hinh tng dung |sb lan
Yéu ciu dé xac thuc | xac  thuc hé dé dam bao an dang nhap
ngudi st dung | théng toan mat khau |sai trong
khi truy cap, nguoi st dung | khoang
quan tri, cAu thoi  gian
hinh tmg dung nhat dinh
yi tai
Ung dung vol
khoan
nhét dinh
Hé théng + + + +
3.2. Kiém soat truy cap
Chi cho phép st | Thiét 1ap giéi han | Gi6i han dia chi

Yéu cau

ﬁng dung

dung cac két ndi | thoi gian
mang an toan khi
truy cap, quan tri

ung dung tir xa

(timeout) dé dong
phién két ndi khi
ung dung khong
nhan dugc yéu
cau tlr nguoi dung

cho

mang quan tri duogc
phép truy cap, quan
tr1 img dung tir xa

Hé thong thong
tin nd1 bo va
phan mém tng
dung

3.3. Nhat ky hé thong

Yéu cau

Ung dung

Ghi nhat ky hé théng bao gdm nhimg
thong tin co ban sau: (1) Thong tin
truy cép ung dung (2) Thong tin dang
nhip khi quan tri Umg dung; (3)
Thong tin cac 16i phét sinh trong quéa
trinh hoat dong (4) Thong tin thay d6i

cau hinh img dung.

duoc luu

12 01 théng

Nhat ky hé théng phai
trir

trong

khoang thoi gian tdi thiéu
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Hé thong thong
tin no1 by va
phan mém tng
dung

3.4. An toan ing dung va mi ngudn

Yéu ciu C6 chtic nang kiém tra tinh hop 1& cua thong tin, dit liéu dau
, vao trude khi xtr ly
Ung dung
Hé thong quan Iy +
van ban noi bd
Hé thong thong
tin ndi bo va N
phan mém tng
dung
4. Bao dam an toan dir li€u
4.1 Bdo mdt dir liéu
STT Yéu cau P/A Ghi cha/Mb ta

Luu trlt c6 ma hoa cac thong tin,

dir liu (khong phai 1a thong tin,

Dt liéu duoc nén va duoc

1 o o CO |luu trit ma hoéa st dung
dir li¢u cong khai) trén h¢ thong
R . N EAS 256
luu trit/phuong tién luu triv
4.2 Sao luvu dw phong
STT Yéu cau P/A Ghi chu/Mbo ta
n . Co6 thuc hién sao luu du
Thuc hién sao luu dy phong . ) . o
, A o ) phong céc thong tin, dir li€u
cac thong tin, ditr liéu co ban ) L
. L co ban sau: tap tin cau hinh
sau: tap tin cau hinh hé thong, , o ) . )
1 ) . R CO | hé thong, ban du phong hé
ban dy phong hé diéu hanh N ) i o
] ) S N diéu hanh may chu, co s¢ dit
may chu, co s¢ dir liu; di o o i
. . N ligu; dir li€u, thong tin nghiép
li¢u, thong tin nghi¢p vu . DA
vu trén 0 cing di dong
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PHU LUC III

THUYET MINH PHUONG AN KY THUAT DPOI VOI
HE THONG THONG TIN NQI BQ CAP PQ 11

1. Bao dam an toan irng dung

1.1 Xadc thuc

Thiét 1ap cau hinh | Luu trit c6 | Thiét lap cau
Yéu ciu tmg dung dé xac | md héa | hinh (g
thuc nguoi st dung | thbng  tin | dung dé dam
khi truy cap, quan | xac thuc hé | bdo an toan
tri, cdu hinh ung théng mat khau
Ung dung dung nguoi su
dung
Hé thoqg thong tin ndi bo va + + +

phan mém tGng dung

1.2. Kiém soat truy cip

Chi cho phép

Thiét 1ap giéi han

Gi61 han dia

Yéu chu st dung céac |thoi gian chd|chi  mang
két nbéi mang | (timeout) dé d6ng | quan tri duoc
an toan khi | phién két ndi khi | phép  truy

, truy c@p, | ing dung khong | cép, quan tri

Ung dung quan tri ¢ng | nhan dugc yéu ciu | tng dung tir
dung tir xa tr nguoi dung Xa

Hé‘ thén‘g thong tin ndi bo va + + +

phan mém tng dung

1.3. Nhat ky hé thong
i Ghi nhat ky hé thong bao gom | Nhat ky hé
Yéu cau nhiing thong tin co ban sau: (1) | théng  phai
Thong tin truy cap tmg dung (2) | dugc luu tri
Thong tin ddng nhap khi quan | trong khoang
tri tng dung; (3) Thong tin cac | thoi gian tdi

Ung dung I6i phit sinh trong qua trinh | thieu 1a 01

) hoat dong (4) Thong tin thay | thang
d6i cau hinh tng dung.
+ +

Heé théng quan 1y van ban ndi bo
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Hé thong thong tin ndi bd va + +
phan mém Ung dung

1.4. An toan ing dung va mé ngudn

Yéu ciu C6 chtic nang kiém tra tinh hop 1é cta
; thong tin, dir liéu dau vao trudce khi xur
Ung dung ly

Heé théng quan 1y van ban ndi bo +

Hé thong thong tin ndi bd va phan
mém Ung dung
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